Abstract-The term Smart Mobility refers to the innovation of transport systems through intelligent and highly technological management of the movement of people and goods to reduce waste of time and money, reduce environmental impact and improve safety. Smart Mobility offers several ideas for the evolution of the telecommunication operator's business even in distant areas. In this article we analyse the opportunities brought by of electric and autonomous vehicles in terms of electric charging services and vehicle software update secure procedures, giving evidence to existing use cases.
I. INTRODUCTION
The car of the future is connected, electrified and autonomous. This prediction results from a study of PriceWaterhouseCooper and is shown in Fig. 1 . Connected car sales will be the 100% of the unit sales starting from 2022. Electric cars will grow in sales following a strong legislative push and reaching a price tipping point and sufficient charging infrastructure in 2025. Fully autonomous vehicles (Level 4 and 5) will start to spread from 2025 with robo-taxis, from 2028 with cars [1] .
New mobility services such as shared vehicles will continue to grow, while the more and more sophisticated and innovative car models will need to be updated annually in order to integrate the latest hardware and software developments [2] .
All these factors call for new opportunities that a Telco can address, covering from the charging issues for electric vehicles to the security issues for updating car software. [1] Connected vehicles are another much addressed market opportunity based on the Vehicle-to-Vehicle Infrastructure and 5G arrivals, which will make transport safer, more accessible and sustainable. These topics are not part of this paper.
II. ELECTRIC VEHICLES IN THE URBAN CONTEXT
The evolution towards vehicles equipped with innovative engines is linked to environmental and climate sustainability and to the saturation of the automotive market in developed countries, which pushes companies towards new vehicles.
The European Union has issued a directive that requires a 40% reduction in CO2 emissions by 2030 compared to 1990, the use of 27% renewable sources, and the achievement of 27% efficiency in energy production [3] . Achieving the CO2 reduction target for internal combustion cars is very challenging and would require the availability of engines that emit 95 grams of CO2 per kilometre, hence the push towards electric vehicles and other engines.
Electric vehicles today are conditioned by the cost and weight of lithium batteries, as well as the reduced availability of recharging points. At present, it is conceivable that electric vehicles will spread mainly in cities for the following reasons:
• urban population density, which corresponds to the highest concentration of Electric Vehicle (EV) ownership;
• the type of use (lower average urban distance, compatible with the battery life);
• the cost of "electrification", which is lower in the urban context;
• the urgency of intervention for the problems of pollution, more serious in the urban environment.
Outside urban centres, or even for mixed use in the city and outside, it is currently more effective to adopt cars with hybrid engines (combustion and electric). The solutions offered by other types of engines, such as natural gas or hydrogen, currently seem less favourable than those with electric motors [4] . Different mobility scenarios based on possible motorized transport solutions are shown in Fig. 2: the energy country characteristics, if more electric or oil based, are the first parameter to influence the resulting scenario. On one side innovation in vehicle engines influence the scenario, pushing for the evolution towards new engines depending on the efficiency of the complete cycle from "well" to "wheel" that can be achieved. Other relevant factors are the weight of the vehicle, and the characteristics of the routes (short to long), besides the availability of sufficient electric recharging points in the urban space. 
A. Fuel cell electric vehicles
A future alternative will be electric vehicles with fuel cells, using the reaction between hydrogen, available in a tank on board, and oxygen, taken from the air and mediated by a catalyst, typically in platinum. In addition to the greater autonomy, the hydrogen car has, compared to the battery electric car, the advantage of a reduced recharging time (refueling). Moreover, the hydrogen cell has the advantage of a volume and weight lower than lithium batteries, as shown in Fig. 3 .
The cost of fuel cell cars could drop by up to 90% by 2020 due to economies of scale [5] . 
III. ELECTRIC MOBILITY POLICIES
The introduction of sustainable mobility in cities is often accompanied by incentive policies to encourage the deployment of charging points. For example, the City of Turin has put in place a plan to stimulate the construction of infrastructure for charging electricity in the city. The City Council will benefit those who request the occupation of public land along the roads for the parking of cars in charging, giving priority over the use as parking areas for combustion cars. The construction of these charging points will also enjoy exemption from the tax of occupation of public land, if the charging service is open [7] .
IV. ELECTRIC MOBILITY SERVICES
Electric mobility emerges as a solution in densely populated urban contexts as a response to environmental pollution and CO2 emissions. The spread of electric vehicles requires a strategy of deployment of charging points and intelligent management of the recharges themselves. The recharging of electric vehicles (EVs) is based mainly on three solution:
• Public or shared charging points (along the road or in parking areas);
• Private charging points (in car parks or private areas);
• Battery swap -mainly for scooters 1 .
Public charging points can be located in urban areas and along motorway corridors. Current studies consider the spread of the EV use in the urban context more likely [8] , while outside this is more likely the spread of vehicles with hybrid traction or other technologies (e.g. fuel cells).
The charging network of electric vehicles requires a complex management of the availability of charging points in relation to the state of charge of the vehicles in circulation. This complexity can be well addressed within a Smart City using the typical resources of the same, namely the widespread connectivity and the 5G network, the intelligence of "objects" (charging stations, electric vehicles connected), Big Data and the application of models of AI.
The spread of electric vehicles enables, in relation to the need to recharge them, some business opportunities such as:
1. the construction and sale of charging equipment for EV;
2. the deployment and operation of public EV charging stations:
3. offering charging management solutions for EV;
4. supporting the planning of the EV charging network.
While the first opportunity does not particularly concern Telcos, in the second case some operators are already proposing solutions.
For example, in Europe Deutsche Telekom has decided to add EV charging capacity by 2020 to 11,500 cabinets and 500 selected telephone exchanges, using a subsidiary company, called PASM GmbH. PASM acts as the distribution system operator. Deutsche Telekom recently founded also Comfort Charge GmbH, a subsidiary responsible for managing the charging stations [9, 10] . In Asia KT has installed over 3,600 EV charging stations nationwide and is testing Vehicle-toGrid (V2G) technology [11] .
The third opportunity can be addressed by Telcos using technologies such as 5G, IoT, Big Data and Cloud and on platforms that support horizontal features such as authentication, billing, debiting. This makes it possible to aggregate and display data both for EV charging network operators (e.g.: equipment status, faults) and for drivers (e.g.: booking of the charging point, calculation of charging times).
For example, in the USA AT&T has worked in partnership with Schneider Electric, with a service that allows IoT connectivity in EV-link charging stations for EV [11] , and in Europe NTT DATA has developed OCC (Open Charging Station Controller), a charging point management system [13] .
Finally, Telcos can offer useful data for the planning of the recharging network, expressed with displacement maps (with data of duration and length) for area clusters (urban, suburban, motorway), obtained via Big Data Analytics on the mobility of people and connected vehicles, also known as Footfall analytics.
Footfall analytics is a category of service that can provide anonymized mobile data to identify user patterns of movement, routes, time structured user density flows, and highly visited locations. In fact, the study of travel habits can reveal useful data to match driving demand with EV market supply and recharging network [6] .
For example, Motionlogic GmbH, a wholly owned Deutsche Telekom subsidiary, provides analyses of traffic and movement streams based on anonymous signalling data from the mobile communication network. Electric cars with higher level of driving automation [15] and fully autonomous vehicles, being highly digitized and computer-intensive systems, are potentially vulnerable to cyber-attacks that might compromise or damage their behaviour.
Whenever they physically connect to charging stations for firmware/software update they might be subject to eavesdropping and hacker attacks. Therefore, the information exchange security must be enforced by very robust protection mechanisms and algorithms.
In fact, malicious software without the required certification and authentication levels could be installed on the victim vehicle when it is connected to a terminal for software.
This holds true particularly to fully autonomous vehicles, when a physical owner does not exist and no one would possibly supervise the operations of connection, software update and disconnection.
In all the above cases, unauthenticated and malicious software could be installed on the vehicle without any control. Viruses, trojans sending proprietary or reserved information (industrial espionage) or even ransomware blocking the vehicle could also be installed on the vehicle during the upgrade operation.
Standard protection countermeasures could be envisaged, such as periodic antivirus update on the ECU (Electronic Control Unit) but these protection systems might not be sufficient to adequately protect the vehicle.
A very promising solution that is coming out of theoretical physics laboratories to engineering applications is the Quantum Key Distribution (QKD) [16, 17] .
The principle behind QKD is that a variable at quantum mechanics size (e.g. photon polarization) may be affected by a measurement performed on the variable itself.
In such way, if a quantum cryptographic key is eavesdropped while being transmitted by a transmitter to a receiver (conventionally nicknamed respectively: Eve, Alice and Bob) the key is altered by the observation. Therefore eavesdropping can be revealed and the cracked key can be dropped and re-transmitted until transmitter and receiver are absolutely sure that the secret key has not been altered.
The QKD technology is nowadays considered promising and a number of vendors are offering (or close to offer) commercial solutions [18, 19, 20] and even standardization bodies, such as ETSI [21] and ITU [22] have set up study groups to address the issue.
Therefore, proposals to adopt QKD technologies to ensure a secure communication between vehicle and car service centres have recently been proposed by some Telcos [23, 24] .
The architecture that can be envisaged for such a solution is a star/point-to-point architecture, where the hub (where the QKD generator/transmitter is installed) is located at a central office site strictly controlled by the vehicle maker or distributor and the end points are located at regional service centres, where QKD receivers are installed.
Of course, several issues must be addressed and solved before a mass deployment of this technology, for example: cost, availability, reliability, future-proof security, coverage, etc..
VI. POSSIBLE OPERATOR ROLES
Within Smart Mobility services, Telcos play an important role in connectivity aspects, but it is possible to seize new market opportunities for new revenues.
Infrastructure services: for effective solutions, data must be collected, processed and stored at one or more central points and made available for different applications, and Telcos can provide cloud services themselves. Moreover, it is possible to create infrastructure services for EV recharging based on the operator's assets (cabinets and control panels).
Data-based services (also Big Data): the set of data that is exchanged by the connected and cooperating vehicles with each other and with the surrounding environment (infrastructures, sensors and applications) can be collected and exploited for many applications, combined with other data sources and used to generate new services (data integrity verification, supply to third parties for the provision of additional services, analysis to directly offer vertical services). In the specific field of e-mobility deployment, horizontal and interoperable charging network and EV vehicle management services can be offered, as well as Big Data based mobility mapping services to support EV charging infrastructure planning.
Security and privacy services: as connectivity providers, operators already play a key role in security by ensuring secure data transmission through their network and valid authentication through the use of SIM and can act as identity providers, offering security monitoring and end-to-end security management services. Besides, innovative cryptographic services (e.g. QKD) can be offered for futureproof secure transmission of private and reserved data.
VII. CONCLUSIONS
The evolution of telecommunications with the diffusion of 5G and IoT offers further opportunities for Telco which, in the context of mobility, can be seen with the diffusion of connected, electric and autonomous vehicles.
The opportunities can be summarised as contributing to:
1. the deployment of public EV charging stations, as Deutsche Telekom is doing in Germany;
2. the creation of a software platform that manages a multi-vendor EV charging network, integrated with electric mobility services, (e.g. the NTT Data OCC platform);
3. support the design of the charging network, by using mobility maps based on Big Data Analytics and Footfall analytics;
4. offer innovative encrypted transmission services to secure data communication to/from vehicles.
Telcos can take a leading role if it succeeds in evolving from a mere connectivity provider to a 360-degree provider of value-added services.
